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Dong Nai, ngay thong 9 nom 2024 

V/v Canh boo chien dich tan cong m4ng 
ci5 chit dich nham tai Vi'0. Nam. 

Kinh 
- Cdc So, ban, nganh; 
- UBND cdc huyOn, thanh pho. 

Trong thoi gian qua, phat hiOn chin dich tan ding mdng c6 chit' dich mod 
sir dung ky thud't AppDomainManager Injection a tan phat ma d'Oc fix thong 
07/2024. Chien dich nay c6 the lion quan dOn nhom APT 41, da dnh htrong dOn 
cdc to chirc chinh phtl va quan six trong khu virc Chau A - Thai I3inh Duping 
trong d6 co ca ViOt Nam. 

De bdo ddm an toan hO thong thong tin, TiOu ban An toan, an ninh mpg 
tinh DOng Nai dO nghi cdc so, ban, nganh vá dia phtrang to chOc kiOm tra, ra 
soot va xac dinh cac hO thong, thiOt bi c6 khd rang bi dnh htremg bpi chin dich 
tan cong tron de' tranh nguy ca bi tan Cong. Wong thoi, tang ctreYng giam sat, son 
sang phtx(mg an xu 1y, Ong ciru sg. co khi phat hiOn co ddu hiOu bi khai thdc, tan 
cong (kern phy lyc thong tin chi ilk 

Trong qud trinh thi,rc hiOn nOu co kho khan, vtrOng mac dO nghi bdo cap 
Tieu ban An town, an ninh nips (qua Cong an tinh, So. Thong tin va TruyOn 
thong) de'' duce htrong ddn. 

TiOu ban An town, an ninh mpg tinh DOng Nai thong bdo clan cdc dOng 
chi not dung tren dO triOn khai thgc hiOn./ 

Noi 
- Nhu teen; 
- D/c VO Tan Dire - Chu tich UBND tinh (him cao); 

Cac d/c thanh vicn TBATANM (thco dpi); 
- 1-tru: VT, PA05. 



2 

Phu luc 
THONG TIN VE CHIEN DICH TAN CONG CO CHU DiCH SU' DUNG 

KY THUAT APP DOMAIN MANAGERINJECTION 
(Kern theo Cong van se',3M/PA05-D3 ngdy,74/9/2024 cua PA05) 

1. Thong tin chi tiet 

ChiL dich tan cong c6 chtz dich sir Ong k'S% thuat AppDomainManager 
Injection de phat tan ma d6c ke tir thang 07/2024. Qua phan tich, ma dOc trong 
chien dich nay dugc )(de dinh la CobaltStrike (framework ve kiem thin xam nhap, 
cho phep tin tac tan cong thgc thi ma tix xa), veri cac dau hieu ky thuat va ha tang 
Wang to nhom APT41. Chien dich da gay ra nhang tac &Ong anh huang den cac 
to chirc chinh phu tai Dai Loan, cac don vi quan sir 6 Philippines,... Dieu nay cho 
thay quy mo va tinh chat nguy hiem cua cuOc tan cong, dei h6i cac bin phop 
pheng chong nang cao to cac quan an ninh mang trong khu vgc. 

Cac don vi co the tai )(tier-1g cac ma JOC tai dia chi https://alert.khonggian.mang.vn./  

Du ii day la mot so IoC lien quan den cac tan cong gan day 

krislab[.] site msn-rnicrosoft[.] org 

s2cloud-amazon[.] corn s3bucket-azure[.] online 

s3cloud-azure[.] corn s3-microsoft[.] corn 

trendmicrotech[.] corn visualstudio-microsoft[.] corn 

xtools[.] lol 0 

2. Tai lieu tham khan 

https://jp.security.ntt/techs_blog/appdomainmanager-injection  
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